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b)

02) a)
b)

03) a)

b)

04) a)
b)
05) a)
b)

06) a)

2)  Assume suitable data wherever necessary.

Explain the transposition ciphers with examples. [6]
Explain with neat block diagram, a single round of DES algorithm. [6]

How can public key cryptography be used to distribute the secret keys?[6]
Explain Diffie Hellman key exchange algorithm Users A and B use the
Diffie-Hellman key exchange technique with a common prime g=11 and
a primitive root o = 2 [6]
i)  Ifuser Ahas a private key YA =9, what is A's public key XA?

i) Ifuser B has a public key YB = 3, what is the shared secret key k?

Write short notes on (any two) [6]
1)  Steganography

ii)  Avalanche effect

i) RSA algorithm

What is message authentication? In what way, are the Hash functions
used to provide message authentication. [7]

Compare between the traditional DSS approach and RSA approach in

terms of their working. [6]
List and define the parameters that define secure socket layer (SSL)
session state and ssl connections. [6]

Explain Encapsulating security Payload (ESP) service in IPSec. [7]
Describe different firewall configurations. [6]

What is motivation behind Kerberos? State Kerberos requirements. [6]
Describe the functions provided by S/MIME [6]
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