
@art - If; (Semester - VI) Examination, MaV1ibiS
In* FORI4 AT ION SECURtTy

Sutr. Code : 66862

Total Marks : 50

Instructiotrs: 1) e.3 and e.6 are compulsory.

2) Solve any one out ofe. l, e. 2 and Solve any one out ofe. 4J e. 5.
3) Assume suitable data wherever necessan.

Ql) a) Describe the SecurityAttacks and explainthe model forNetworkAccess
Jecunly wtlh neat dlagram.* 

t6l
b1 List and explain the basic principles ofblock cipher d.rign. .. ;.: 
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Q2) a)r 'lpescribe the RSA aigorithm. In a public key system tsing RSA, you

:ntercept the ciphertext C = 14 sent to a usei whos6iubli&ey is e7,
n=33.

t6l
b) In rvhat way, rhe Diffie Hellman key exchange is prone tothe mar_jn_the_

middle attack. 
16l

Q3) a) What is Substitution technique? Given a key: BRE.dKDOWN Construct
the Playfair matrix & perlonn the encryption of the fottowlng text: Weare discovered.

t6l

b) Explaln.$mple Hash functions? Explain the secudty of Hash,fuition,indepJ.. ,;,"--i;i
..i..'']llI ,.:'1 P.TO.
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Q4) a) D. raw a figure and explain the DSS signing and verifta- #;111
delails.

.-,.:l :,. tIb) Explain6ruili realrn aurhenricatjon in Kerberos aurhenticariorlgl,"t'.a* Iq
, ra_.l.i' , ))

Q5) a)-:$ve overview of IpSec architecture. a:: .:l'
b) Explaindesigngoal,*r.J;;;;-",,. t"' 
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t6l

Q6) Write a short note on any two.

a) DistributedlntrusionDetection.

b) PasswordMaragement.

c) S,\4IME.
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